Data Encryption and Decryption

· Encryption :

· [bookmark: _GoBack]Encryption is the process of translating plain text data (plaintext) into something that appears to be random and meaningless.

· Encryption is the process of transforming information (referred to a plaintext) using an algorithm to make it unreadable.

· Encryption mostly used to protect sensitive and unclassified data.

· When any user will save their bookmark details through Notepad feature, The ISLG application will generate random encryption key using algorithm. 

· By using encrypted key, The ISLG application will convert plain text data into encrypt data and then application will store those data in encrypted format in to database.

· No one can able to read the data without Decrypted Key. 

       




· Decryption :

· Decryption is the process of converting random or encrypted text back to plaintext. It is the reverse operation of encryption.

· It decodes the encrypted data so that an authorized user can only decrypt the data because decryption requires a secret key or password.

· When user will open the Bookmark Research Details through Notepad Feature, The ISLG application will generate the decryption key using algorithm.

· By using decrypted key, The ISLG application will convert encrypted data into plaintext. Hence, User can easily read or accessible those bookmark data.



· Following, the Example of Data Encryption & Decryption.
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